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RECEIVE, BY A FIRST HOME PGW DEVICE, A BINDING UPDATE 600
MESSAGE ON BEHALF OF A WCD, WHEREIN THE FIRST HOME PGW /
DEVICE IS ASSOCIATED WITH A FIRST POOL OF IP ADDRESSES, AND
WHEREIN THE WCD IS ASSIGNED A PARTICULAR IP ADDRESS

l

IN RESPONSE TO RECEIVING THE BINDING UPDATE MESSAGE, 602
DETERMINE THAT THE FIRST POOL OF IP ADDRESSES DOES NOT -/
INCLUDE THE PARTICULAR IP ADDRESS

l

IN RESPONSE TO DETERMINING THAT THE FIRST POOL OF IP 604
ADDRESSES DOES NOT INCLUDE THE PARTICULAR IP ADDRESS, _/
DETERMINE THAT THE PARTICULAR IP ADDRESS IS INCLUDED IN A
SECOND POOL OF IP ADDRESSES THAT IS ASSOCIATED WITH A
SECOND HOME PGW DEVICE

IN RESPONSE TO DETERMINING THAT THE PARTICULAR IP ADDRESS IS 606

INCLUDED IN THE SECOND POOL OF IP ADDRESSES THAT IS /

ASSOCIATED WITH THE SECOND HOME PGW DEVICE, FORWARD, BY

THE FIRST HOME PGW DEVICE, THE BINDING UPDATE MESSAGE TO
THE SECOND HOME PGW DEVICE

Fig. 6
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BINDING UPDATE FORWARDING
BETWEEN PACKET GATEWAYS

BACKGROUND

Wireless networks may provide packet-based services to
wireless communication devices (WCDs). For example, a
radio access network (RAN) may define one or more wire-
less coverage areas through which the WCDs may obtain
wireless communication services from the RAN. A WCD
may communicate with other nodes via one or more of the
RAN’s base stations, as well as a serving gateway (SGW)
device and a packet gateway (PGW) device. In some cases,
the WCD’s communication sessions may be anchored at a
particular PGW device (referred to as a home PGW device)
such that the WCD’s communications flow through the
home PGW device regardless of the SGW device that is
serving the WCD.

OVERVIEW

In some wireless network technologies, a WCD seeking
network access may be assigned one or more Internet
Protocol (IP) addresses from a home PGW device that is
operated and/or controlled by the wireless service provider
to which the WCD subscribes (e.g., the WCD’s home
wireless service provider). A bearer association between the
WCD and the home PGW device may be maintained even
if the WCD moves between RANSs. For instance, the WCD
may be assigned one or more IP addresses by the home PGW
device, and may communicate using these addresses regard-
less of which RAN or RAN device provides wireless net-
work access to the WCD.

When using a particular RAN, the WCD may be assigned
to an SGW device. This SGW device may provide connec-
tivity between the WCD’s serving base station and the home
PGW device, and may also facilitate authentication of the
WCD. As the WCD moves about the coverage of a RAN, or
between two or more RANs, the WCD may be handed over
and/or assigned to different SGW devices.

For instance, if a WCD is served by its home network, it
may be assigned an SGW device of its home wireless service
provider. As the WCD moves about within the wireless
coverage of the home network, the WCD may be handed
over one or more times to other SGW devices of the home
network. But, the WCD may maintain its bearer association
with the home PGW device, and may also continue to use its
assigned [P address(es).

Similarly, the WCD may roam to another wireless service
provider’s wireless coverage. In this case, the WCD may be
handed over to and served by an SGW device of this wireless
service provider. Nonetheless, the WCD may still maintain
its bearer association with the home PGW device, and may
also continue to use its assigned IP address(es).

Additionally, whether the WCD roams between wireless
service providers or stays within the same wireless service
provider’s network, the WCD may be handed over between
various wireless technologies. For instance, a WCD served
by a “4G” Long Term Evolution (LUTE) RAN might be
handed over to a “3G” Code-Division Multiple Access
(CDMA) RAN or a Wifi RAN. Each of these RANs may
attempt to contact the WCD’s home PGW in order to
maintain that PGW device as the WCD’s anchor point.

In any of these situations, the WCD’s home network may
have “statically” assigned the WCD to a particular group of
home PGW devices. The WCD’s serving RAN may have
selected one the home PGW devices in the particular group
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to anchor the WCD’s communication sessions, and the
selected home PGW device may have allocated one or more
IP addresses to the WCD. However, the identity of the
selected home PGW device may not be available to other
SGW devices or RANs to which the WCD is handed over.
Instead, these other SGW devices or RANs may again select
one of the home PGW devices from the particular group. If
this selection process does not result the WCD being
assigned the same home PGW device as before, the WCD’s
attempt to communicate using its assigned IP address may
fail, and the WCD’s communication sessions may also fail
as a result.

One way of mitigating this situation is for a selected home
PGW device to, before fully establishing a bearer associa-
tion with the WCD, determine whether it is indeed the
WCD’s actual home PGW device. If this is the case, the
selected home PGW device may establish the bearer asso-
ciation so that the WCD can communicate. If this is not the
case, the selected home PGW device may facilitate com-
munication between the WCD’s SGW device and the actual
home PGW device.

Accordingly, in an example embodiment, a first home
PGW device may receive a binding update message sent on
behalf of a WCD. The first home PGW device may be
associated with a first pool of Internet Protocol (IP)
addresses, and the WCD may be assigned a particular IP
address. The binding update message may have been trans-
mitted by an SGW device. Possibly in response to receiving
the binding update message, it may be determined that the
first pool of IP addresses does not include the particular IP
address. Possibly in response to determining that the first
pool of IP addresses does not include the particular IP
address, it may further be determined that the particular IP
address is included in a second pool of IP addresses that is
associated with a second home PGW device. Possibly in
response to determining that the particular IP address is
included in the second pool of IP addresses that is associated
with the second home PGW device, the binding update
message may be forwarded to the second home PGW
device.

A second example embodiment may include a non-tran-
sitory, computer-readable storage medium, having stored
thereon program instructions that, upon execution by a
computing device, cause the computing device to perform
operations in accordance with the first example embodi-
ment.

A third example embodiment may include a computing
device containing at least a processor and data storage. The
data storage may include program instructions that, when
executed by the processor, cause the computing device to
perform operations in accordance with the first example
embodiment.

These and other aspects and advantages will become
apparent to those of ordinary skill in the art by reading the
following detailed description, with reference where appro-
priate to the accompanying drawings. Further, it should be
understood that this overview and other description through-
out this document is merely for purposes of example and is
not intended to limit the scope of the invention as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a wireless communication
system, in accordance with example embodiments.

FIG. 2 is a block diagram of a computing device, in
accordance with example embodiments.



US 9,445,256 B1

3

FIG. 3 is a message flow diagram, in accordance with
example embodiments.

FIG. 4 is a message flow diagram, in accordance with
example embodiments.

FIG. 5 is a message flow diagram, in accordance with
example embodiments.

FIG. 6 is a flow chart, in accordance with example
embodiments.

DETAILED DESCRIPTION

Example methods, devices, and systems are described
herein. It should be understood that the words “example”
and “exemplary” are used herein to mean “serving as an
example, instance, or illustration.” Any embodiment or
feature described herein as being an “example” or “exem-
plary” is not necessarily to be construed as preferred or
advantageous over other embodiments or features. Other
embodiments can be utilized, and other changes can be
made, without departing from the scope of the subject matter
presented herein.

Thus, the example embodiments described herein are not
meant to be limiting. It will be readily understood that the
aspects of the present disclosure, as generally described
herein, and illustrated in the figures, can be arranged,
substituted, combined, separated, and designed in a wide
variety of different configurations, all of which are explicitly
contemplated herein.

1. EXAMPLE WIRELESS COMMUNICATION
SYSTEM

FIG. 1 illustrates an example wireless communication
system 100, which may be related to aspects of the present
disclosure. In this example, wireless communication system
100 includes two different types of base stations, exempli-
fied by base station 112 and base station 114. Base station
112 (e.g., an eNodeB) is part of an evolved radio access
network (RAN) that uses an Evolved Packet Core (EPC)
network 116. Base station 114 is part of a legacy RAN that
includes a radio network controller (RNC) 118. Base sta-
tions 112 and 114 each provide one or more respective
wireless coverage areas through which the respective base
station can communicate with one or more WCDs. The
wireless coverage areas provided by base stations 112 and
114 could be either overlapping or non-overlapping.

The WCDs could be wireless telephones, wirelessly-
equipped handheld, tablet, or laptop computers, or any other
type of WCD. Some WCDs may be referred to as user
equipment (UE). Despite this nomenclature, a WCD need
not be an end-user device, and may instead be one of various
types of devices that have limited directed interaction with
human users, such as server devices, remote telemetry
devices, and/or autonomous devices.

In FIG. 1, connections that carry bearer traffic are indi-
cated by solid lines, connections that carry signaling traffic
are indicated by dashed lines, and connections that carry
both bearer traffic and signaling traffic are indicated by solid
lines in combination with dashed lines. However, both
bearer and signaling traffic may be communicated using
interfaces and/or paths not explicitly marked as such in FIG.
1.

As shown, base station 112 is in wireless communication
with WCD 120 via an air interface 122, and base station 114
is in wireless communication with WCD 124 via an air
interface 126. Each of air interfaces 122 and 126 may
include forward direction channels for communication from
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4

the RAN to WCDs, and reverse direction channels for
communication from the WCDs to the RAN.

Base stations 112 and 114 may communicate with WCDs
using different air interface protocols. In one example, base
station 112 communicates with WCDs, such as WCD 120,
using a Long Term Evolution (LTE) protocol, whereas base
station 114 communicates with WCDs, such as WCD 124,
using a High Rate Packet Data (HRPD) protocol, such as
Evolution Data-Only (EVDO). These air interface protocols,
however, are given merely as illustrative examples. In
general, base stations 112 and 114 may communicate using
any air interface protocol that is known currently or may be
developed.

As shown in FIG. 1, EPC network 116 includes a serving
gateway (SGW) device 130, a packet gateway (PGW)
device 132, a mobility management entity (MME) device
134, a home subscriber server (HSS) device 136, and a
subscriber profile store (SPS) device 138. PGW device 132
may provide connectivity to a packet data network 140.
SGW device 130 may support the exchange of Internet
Protocol (IP) bearer traffic between base station 112 and
PGW device 132, and/or between base station 112 and PGW
device 154. MME device 134 may manage signaling traffic
between base station 112 and various elements in EPC
network 116, as well as signaling traffic between base station
112 and HSS device 152. This signaling traffic, for example,
may be related to authentication of WCDs and activating and
de-activating bearer association for WCDs. HSS device 136
may be configured to authenticate WCDs, as well as access
subscriber profiles stored in SPS device 138. For example,
SPS device 138 may store subscriber profiles for WCDs that
are authorized to use EPC network 116.

With this configuration, EPC network 116 can provide
packet data connections to packet data network 140 for
WCDs served by base stations in an evolved RAN, for
example, WCD 120 served by base station 112. The packet
data connections that EPC network 116 provides to WCDs
may, in turn, be used for web access, email, text, voice-
over-IP (VoIP), video, streaming media, gaming, and/or
other packet data services.

For instance, a WCD subscribed to EPC network 116 may
be assigned PGW device 132 for bearer traffic communica-
tion with packet data network 140. Thus, the bearer path for
this WCD may include base station 112, SGW device 130,
and PGW device 132. On the other hand, a WCD subscribed
to network 150 may be assigned PGW device 154 for bearer
traffic communication. Therefore, the bearer path for this
WCD may include base station 112, SGW device 130, and
PGW device 154. In some cases, in order to set up the bearer
path to PGW device 154, HSS device 152 may be used to
authenticate the WCD and/or to directly or indirectly assign
PGW device 154 to serve the WCD.

In some embodiments, network 150, HSS device 152, and
PGW device 154 may be operated by a home wireless
service provider, and the other components in FIG. 1 may be
operated by a roaming wireless service provider. The home
and roaming wireless service providers may partner so that
the roaming wireless service provider serves WCDs sub-
scribed to the home wireless service provider when those
WCDs cannot (or for some reason do not) obtain wireless
coverage from the home wireless service provider. The
signaling and/or data traffic exchanged between the home
and roaming wireless service providers may traverse packet
data network 140 and/or one or more other networks or
private peering gateways. Alternatively or additionally,
WCD 120 may access network 150 through an EPC network
operated by the home wireless service provider.
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In addition, EPC network 116 may provide packet data
connections for WCDs served by other RANs, such as
WCDs served by legacy RANs. Despite being served by
these RANs, the WCDs may be subscribed to the roaming
wireless service provider or the home wireless service
provider.

In the example shown in FIG. 1, wireless communication
system 100 includes an HRPD serving gateway (HSGW)
device 142 that supports interworking with a legacy RAN,
exemplified in FIG. 1 by base station 114 and RNC device
118, and authentication, authorization, and accounting
(AAA) device 144. This interworking may involve (i)
HSGW device 142 communicating with AAA device 144,
which, in turn, may communicate with HSS device 136, and
(i) HSGW device 142 communicating with PGW device
132.

For example, WCD 124, when served by base station 114,
may transmit a data-connection request that relates to estab-
lishing a packet data connection. HSGW device 142 may
receive the data-connection request via base station 114 and
RNC device 118, and, in response, communicate with AAA
device 144 to authenticate WCD 124. As part of the authen-
tication process, AAA device 144 may perform various
functions, such as communicating with HSS device 136,
issuing an authentication challenge to WCD 124, evaluating
a response (from WCD 124) to the authentication challenge,
and indicating to HSGW device 142 whether the authenti-
cation process is successful or unsuccessful. If the authen-
tication process is successful, HSGW device 142 may com-
municate with PGW device 132 to request a packet data
connection to packet data network 140 for WCD 124. In
response to the request from HSGW device 142, PGW
device 132 may communicate with AAA device 144 to
authenticate WCD 124 in another authentication process. If
that authentication process is successful, PGW device 132
may establish the packet data connection, which then
enables WCD 124 to communicate with packet data network
140 via air interface 126, base station 114, RNC device 118,
HSGW device 142, and PGW device 132. Alternatively, a
similar process may be used so that WCD 124 may com-
municates via air interface 126, base station 114, RNC
device 118, HSGW device 142, and PGW device 152.

In general, the depictions of FIG. 1 are illustrative.
Therefore, in a RAN or a home network, there could be more
or fewer of each element than is shown, and some elements
may be omitted altogether. Additionally, other types of
elements not shown may be present. Further, any of these
elements or devices may be combined with one another,
physically or logically, or distributed across multiple physi-
cal devices. Thus, the particular arrangement shown in FIG.
1 should not be viewed as limiting with respect to the present
invention.

Consequently, this arrangement and the processes
described herein are set forth herein for purposes of example
only. Other arrangements and elements (e.g., machines,
interfaces, functions, orders of elements, etc.) can be added
or used instead, and some elements may be omitted alto-
gether. Further, those skilled in the art will appreciate that
many of the elements described herein are functional entities
that may be implemented as discrete components or in
conjunction with other components, in any suitable combi-
nation and location, and that various disclosed functions can
be implemented by any combination of hardware, firmware,
and/or software, such as by one or more processors pro-
grammed to execute computer instructions for instance.
Nonetheless, “devices” are physical, tangible computer
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hardware configured to carry out the operations associated
with one or more of the components described herein.

2. EXAMPLE COMPUTING DEVICE

FIG. 2 is a block diagram of an example computing
device 200. Computing device 200 could be a standalone
general purpose or specialized computing device. Alterna-
tively, computing device 200 could be a WCD or a part of
the RAN. Thus, computing device 200 may represent a base
station, MME device, SGW device, PGW device, HSS
device, or some other type of RAN component or computer.

As shown, computing device 200 includes a network
communication interface 202, a processing unit 204, and
data storage 206, all of which may be communicatively
linked together by a system bus, network, or other connec-
tion mechanism 208. Computing device 200 may also
include additional components, functions and/or interfaces
not shown in FIG. 2, such as a keyboard, a mouse, a touch
screen, a monitor, a printer, and/or one or more ports that
interface with such devices, for example a universal serial
bus (USB) or high-definition multimedia interface (HDMI)
port.

Network communication interface 202 may support com-
munication with various other network entities, such as any
of the network entities shown in FIG. 1. As such, interface
202 may include one or more network interface modules,
such as Ethernet, Wifi, BLUETOOTH®, and/or wide-area
wireless connection network interface modules, or any other
type of wired and/or wireless communication interfaces.

Processing unit 204 may comprise one or more general
purpose processors (e.g., microprocessors) and/or one or
more special purpose processors (e.g., application specific
integrated circuits, digital signal processors, and/or network
processors). Data storage 206 may comprise one or more
volatile and/or non-volatile non-transitory storage compo-
nents, such as optical, magnetic, or flash storage, and may be
integrated in whole or in part with processing unit 204.

As shown, data storage 206 may hold program instruc-
tions 210 and data 212. Program instructions 210 may be
executable by processing unit 204 to carry out various
operations described herein and/or depicted in the accom-
panying drawings. Data 212 could be any data that is
generated, received, stored, or used in connection with
carrying out such operations.

3. EXAMPLE MESSAGE FLOWS

For purposes of illustration, this section describes
examples of transactions in accordance with possible
embodiments. FIGS. 3, 4, and 5 may involve, directly or
indirectly, WCD 300, base station 302, base station 400,
MME device 304, SGW device 306, SGW device 402, HSS
device 310, PGW device 312, and/or PGW device 314. In
some embodiments, base station 302, base station 400,
MME device 304, SGW device 306, and SGW device 402
are operated by a roaming wireless service provider, while
HSS device 310, PGW device 312, and PGW device 314 are
operated by a home service provider. WCD 300 may be
subscribed to the home service provider. The roaming wire-
less service provider equipment and the home wireless
service provider equipment may be in different countries,
regions, or continents. However, other embodiments may be
possible.

Additionally, throughout FIGS. 3, 4, and 5, various mes-
sages may be referred to with various labels, such as
“connection request, “attach request,” ‘“authentication
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request,” and so on. In some implementations, messages that
perform the substantive operations described herein may be
given different labels, or may be referred to differently.
Further, the operations of some messages shown in these
figures may be performed by more or fewer messages.
Moreover, for purposes of simplicity, these figures may omit
some messages that may be present in particular embodi-
ments.

FIG. 3 illustrates one possible way in which WCD 300
can obtain wireless service from the roaming wireless ser-
vice provider and the home wireless service provider. In
FIG. 3, it is assumed that WCD 300 has not yet been
assigned an IP address by a home PGW device. For instance,
WCD 300, or its wireless interface, may have recently been
powered on.

At step 320, WCD 300 may transmit a connection request
to base station 302. At step 322, base station 302, in turn,
may transmit an attach request to MME device 304. MME
device 304 may determine that WCD 300 is subscribed to
the home service provider. In doing so, MME device 304
may examine an identifier of WCD 300, such as a network
access identifier (NAI), international mobile subscriber
identifier (IMSI), mobile equipment identifier (MEID), or
some other type of device or user identifier. Based on this
identifier, MME device 304 may determine that WCD 300
subscribes to the home wireless service provider, and that
MME device 304 should request authentication of WCD 300
from HSS device 310.

At step 324, MME device 304 may transmit an authen-
tication request to HSS device 310. This authentication
request may seek to determine whether WCD 300 has a valid
subscription with the home wireless service provider, and/or
whether the home wireless service provider will permit
WCD 300 to use the services of the roaming wireless service
provider. HSS device 310 may look up the NAI, IMSI,
MEID, or other identifier of WCD 300 in a local or remote
subscriber database to make this determination. At step 326,
if WCD 300 has a valid subscription and is permitted to use
the services of the roaming wireless service provider, HSS
device 310 may transmit an authentication response to MME
device 304.

The authentication response may include an indication of
the IP address(es) assigned to WCD 300. In this case, since
WCD 300 has not yet been assigned an IP address, the
indication may either be omitted from the authentication
response, or may take on a default value (e.g., all zeroes) that
represents a lack of IP address assignment.

The authentication response may also indicate that the
roaming wireless service provider should assign WCD 300
to one a particular group of one or more home PGW devices.
This group may be associated with or referred to by a
domain name, such as abc.com, or some other identifier. In
choosing the domain name to include in the authentication
response, the HSS device may determine whether the
domain name should be statically or dynamically assigned.

In the case of a static assignment, HSS device 310 may
select a domain name that is associated with or assigned to
WCD 300. As an example, the home wireless service
provider of WCD 300 may operate a limited number of
home PGW devices, and the selected static domain name
may be associated with these home PGW devices. In the
case of a dynamic assignment, HSS device 310 may select,
for example, a domain name that is associated with one or
more home PGW devices that are topologically or geo-
graphically close to WCD 300.

At step 327, after receiving the authentication response,
MME device 304 may look up abc.com to determine an IP
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address of a home PGW device to assign to WCD 300. For
instance, MME device 304 may perform a Domain Name
System (DNS) transaction with a DNS server (not shown).
In this transaction, MME device 304 may request an IP
address mapped to the domain name abc.com. In some
cases, the DNS server may contain or have access to several
such mappings. For example, in FIG. 3, both home PGW
device 312 and home PGW device 314 are associated with
abc.com. The DNS server may select one or more of the
mapped IP addresses associated with these home PGW
devices, and provide it to MME device 304. If more than one
mapped IP address is provided, MME device 304 may select
one of the mapped IP addresses.

Regardless of whether the IP address selection is per-
formed by a DNS server or MME device, the selection may
be made on the basis of load balancing. For example, the
selecting device may choose an IP address based on a
round-robin or random procedure. Alternatively, the select-
ing device may choose an IP address based on some indi-
cation of load at the associated home PGW device.

In any case, MME device 304 obtains an IP address of a
particular home PGW device. In the example illustrated in
FIG. 3, this is home PGW device 314. Then, at step 328,
MME device 304 may transmit a create session request to
SGW device 306. Possibly among other functions, the create
session request may instruct SGW device 306 to create a
portion of a bearer path from itself to PGW device 314.
Accordingly, at step 330, SGW device 306 may transmit a
proxy binding update message to PGW device 314, and
PGW device 314 may respond, at step 332, by transmitting
a proxy binding update acknowledgement message to SGW
device 306.

The proxy binding update and proxy binding update
acknowledgment messages may be formed according to the
mobile IPv6 protocol. Thus, these messages may be used to
establish a bearer path between WCD 300, base station 302,
SGW device 306, and home PGW device 314. At step 331,
these messages also may facilitate assignment, by home
PGW device 314, of one or more IP addresses to WCD 300.
The allocated IP addresses may be IPv4 addresses, IPv6
addresses, or both. For instance, the proxy binding update
acknowledgment message may include a representation of
the assigned IP address(es).

Additional portions of the bearer path may be established
at steps 334, 336, and 338. Thus, SGW device 306 may
transmit a create session response to MME device 304,
MME device 304 may transmit an attach response to base
station 302, and base station 302 may transmit a connection
response to WCD 300, as part of these respective steps.

At step 340, a bearer path has been established for WCD
300, possibly involving WCD 300, base station 302, SGW
device 306, and PGW device 314. MME device 304 and
HSS device 310 might perform only signaling functions, and
therefore might not be part of this bearer path.

The bearer path may support a bearer association between
WCD 300 and home PGW device 314. Via the bearer
association, WCD 300 may use its assigned IP address(es) to
exchange bearer traffic with correspondent nodes on a pri-
vate network, a public network (e.g., the Internet), or with
other devices and/or services within the home wireless
service provider’s network. This exchange of bearer traffic
may involve one or more communication sessions between
the WCD and one or more correspondent nodes.

In some embodiments, the WCD’s bearer traffic may
traverse both the SGW device and the home PGW device on
its way to and from other devices and networks (e.g., web
servers, gaming servers, email servers, etc.). Particularly, the
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WCD’s bearer traffic may be tunneled between the SGW
device and the home PGW device. The binding update
message/binding update acknowledgment message transac-
tion between the SGW device and the home PGW device
may serve to establish the tunnel and further transactions of
a similar nature may refresh the tunnel from time to time.

A tunnel occurs when a particular network protocol
encapsulates a payload protocol, and can be used to hide the
topological details of a network from the encapsulated
protocols and their applications. In the case of FIG. 3, a
tunnel between SGW device 306 and home PGW device 314
may carry the communication sessions of WCD 300 as the
payload protocol.

As noted previously, in some situations, a WCD may be
handed over to a different EPC network or a non-EPC
network. This new access network may be operated by the
WCD’s home wireless service provider or another wireless
service provider. In order to maintain the WCD’s commu-
nication sessions throughout such handover processes, the
WCD may be assigned to the same home PGW device. In
this way, the home PGW device can continue serving the
WCD’s communication sessions in a manner that is trans-
parent (or virtually transparent) to correspondent nodes.

Particularly, maintaining the same home PGW device
allows a WCD to maintain the same assigned IP address(es).
In IP networking, IP addresses (along with other informa-
tion, such as Transmission Control Protocol (TCP) and/or
User Datagram Protocol (UDP) port numbers) may be used
by applications when communicating. Each of a WCD’s
communication sessions may be identified by a unique
combination of IP addresses and port numbers used by the
endpoints of that communication session.

For example, consider the situation where a WCD is
assigned IP address 168.192.0.100, and is communicating
with a correspondent node (e.g., a web server) that is
assigned IP address 10.172.15.7. Further, in this communi-
cation session, the WCD may be using TCP port 1025 and
the correspondent node may be using TCP port 80. This
4-tuple of IP addresses and ports may serve to identify a
communication session.

As long as the values in the 4-tuple remain the same (and
assuming network connectivity is maintained between the
WCD and the correspondent node), the communication
session can be used. If any of these four pieces of informa-
tion changes, the communication session may fail. For
instance, if the WCD is handed over to a new RAN and is
ultimately assigned a different IP address, any ongoing TCP
or UDP sessions using the WCD’s old IP address become
invalid, and may have to be restarted using the new IP
address. In the case of multimedia sessions, such as a VoIP
call or streaming video, any such a restart may result in a
noticeable “break” in the session, or even a complete failure
of the session. Other types of communication sessions may
suffer a similar fate.

Therefore, it is desirable for a WCD’s IP address(es) to
not change during the lifetime of the WCD’s communication
sessions. WCD [P addresses may be allocated by home
PGW device itself, or by a home PGW device that coordi-
nates the assignment of IP addresses with separate resource
allocation servers (an example of which may be an AAA
device or an HSS device). For instance, one or more pools
of contiguous 1P addresses may be allocated to each home
PGW device, such that each IP address in such pools is
allocated to a unique home PGW device. A particular home
PGW device may assign IP addresses from its pool(s) to
WCDs that communicate via the particular home PGW
device.
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Consequently, when a WCD is handed over to a new
SGW device, it is beneficial for the new SGW device to
establish a bearer association with the home PGW device
from which the WCD’s IP address(es) have been allocated,
instead of with some other PGW device. In this way, the
home PGW device that assigned the WCD’s IP address(es)
can help maintain the WCD’s communication sessions.

However, as noted previously, when an SGW device
prepares to initiate a bearer association with a home PGW
device, the home PGW device may be selected from a group
of available home PGW devices. If the previously-selected
home PGW device is not selected again, a bearer association
may be established with a new home PGW device. Since this
new home PGW device will have been allocated different IP
address pools than the previously-selected home PGW
device, the new home PGW device will be unable to support
the WCD communicating via the its assign IP address(es).
As a result, the WCD’s communication sessions with the
new home PGW device may fail.

FIG. 4 illustrates this possibility. In particular, FIG. 4
continues the example of FIG. 3, but assumes that WCD 300
has been handed over to base station 400 at some point after
step 340. Base station 400 communicates via SGW device
402.

Thus, at step 404, WCD 300 may transmit a connection
request to base station 400. At step 406, base station 400, in
turn, may transmit an attach request to MME device 304.
Similarly to the process described in FIG. 3, MME device
304 may determine that WCD 300 is subscribed to the home
service provider.

At step 408, MME device 304 may transmit an authen-
tication request to HSS device 310. At step 410, HSS device
310 may transmit an authentication response to MME 304.
As was the case in FIG. 3, the authentication response may
indicate that the roaming wireless service provider should
assign WCD 300 to one a particular group of one or more
home PGW devices associated with the domain name abc-
.com. The authentication response may also include a rep-
resentation of the IP address(es) assigned to WCD 300 by
home PGW device 314.

At step 412, after receiving the authentication response,
MME device 304 may look up abc.com to determine an IP
address of a home PGW device to assign to WCD 300.
Again, MME device 304 may perform a DNS transaction
with a DNS server to map abc.com to a home PGW device
IP address. In this transaction, however, MME device 304
winds up with the IP address of home PGW device 312,
rather than the IP address of home PGW device 314. Recall
that load balancing may be used to select the home PGW
device IP address. Thus, there is no guarantee that the same
home PGW device is selected after WCD 300 has been
handed over to a new SGW device.

At step 414, MME device 304 may transmit a create
session request to SGW device 402. The create session
request message may include a representation of the IP
address(es) assigned to WCD 300 by home PGW device
314. At step 416, SGW device 402 may transmit a proxy
binding update message to home PGW device 312. The
proxy binding update message may also include a represen-
tation of the IP address(es) assigned to WCD 300 by home
PGW device 314.

In contrast to the example of FIG. 3, at step 418, home
PGW device 312 responds by transmitting a proxy binding
update acknowledgement message that indicates an invalid
session. Since home PGW device 312 does not support these
IP address(es), home PGW device 312 may reject the request
of step 416.
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As an example, suppose that WCD 300 was allocated
IPv4 address 192.168.227.14 by home PGW device 314.
Suppose further than home PGW device 312 only supports
the 1P address pools of 192.168.20.0-192.168.21.255 and
192.168.223.0-192.168.223.127. In this case, PGW device
312 can determine that 192.168.227.14 falls outside of the
ranges of IP addresses in its pools, and therefore commu-
nication with WCD 300 using 192.168.227.14 cannot be
supported.

Steps 420, 422, and 424 involve SGW device 402 trans-
mitting a create session response to MME device 304, MME
device 304 transmitting an attach response to base station
400, and base station 400 transmitting a connection response
to WCD 300. These three steps may serve to inform WCD
300 that its bearer association with home PGW device 312
has failed.

At this point, WCD 300 may indicate to its user that the
session has failed. Alternatively, home PGW device 312
may assign one or more new IP addresses to WCD 300, and
a bearer path involving WCD 300, base station 400, SGW
device 402, and home PGW device 312 may be established.
Nonetheless, for reasons noted above, the existing commu-
nication sessions of WCD 300 may fail, and WCD 300 may
have to establish new communication sessions with any
correspondent nodes.

As an alternative to the message flow illustrated by FIG.
4, the message flow illustrated by FIG. 5 provides a way for
WCD 300 to maintain its bearer association with home
PGW device 314, as well as maintain its assigned IP
address(es). Like FIG. 4, FIG. 5 continues the example of
FIG. 3, assuming that WCD 300 has been handed over to
base station 400 at some point after step 340.

At step 500, WCD 300 may transmit a connection request
to base station 400. At step 502, base station 400, in turn,
may transmit an attach request to MME device 304. Simi-
larly to the process described in FIG. 3, MME device 304
may determine that WCD 300 is subscribed to the home
service provider.

At step 504, MME device 304 may transmit an authen-
tication request to HSS device 310. At step 506, HSS device
310 may transmit an authentication response to MME device
304. As was the case in FIGS. 3 and 4, the authentication
response may indicate that the roaming wireless service
provider should assign WCD 300 to one a particular group
of one or more home PGW devices associated with the
domain name abc.com. The authentication response may
also include a representation of the IP address(es) assigned
to WCD 300 by home PGW device 314.

At step 508, after receiving the authentication response,
MME device 304 may look up abc.com to determine an IP
address of a home PGW device to assign to WCD 300. Thus,
MME device 304 may perform a DNS transaction with a
DNS server to map abc.com to a home PGW device IP
address. In this transaction, MME device 304 winds up with
the IP address of home PGW device 312, rather than the IP
address of home PGW device 314.

At step 510, MME device 304 may transmit a create
session request to SGW device 402. The create session
request message may include a representation of the IP
address(es) assigned to WCD 300 by home PGW device
314. At step 512, SGW device 402 may transmit a proxy
binding update message to home PGW device 312. The
proxy binding update message may also include a represen-
tation of the IP address(es) assigned to WCD 300 by home
PGW device 314.

In contrast to the scenario illustrated in FIG. 4, home
PGW device 312 determines that the proxy binding update
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should instead be sent to home PGW device 314 so that
WCD 300 can maintain its bearer association with that PGW
device.

Particularly, home PGW device 312 (as well as the other
home PGW devices associated with abc.com) may have
access to a database that maps IP address pools to home
PGW devices. A copy of this database may be stored on each
home PGW device associated with abc.com, or may be
centrally stored (e.g., in an AAA device, HSS device, or a
similar device). Thus, at step 514, home PGW device 312
may look up the assigned IP address(es) of WCD 300
(provided to home PGW device 312 at step 512), and
determine that these IP address(es) do not fall within the
pools of home PGW device 312, but do fall within the pools
of home PGW device 314.

Possibly in response to this determination, at step 516,
home PGW device 312 may forward the proxy binding
update to home PGW device 314. Home PGW device 314
may respond in turn, at step 332, by transmitting a proxy
binding update acknowledgement message to SGW device
402. The proxy binding update acknowledgement message
may additionally include an indication to SGW device 402
that home PGW device 314 is serving WCD 300, and that
future proxy binding update messages related to WCD 300
should be sent directly to home PGW device 314.

In response, SGW device 402 may associate PGW device
314 with WCD 300. Further, at steps 522, 524, and 526,
SGW device 402 may transmit a create session response to
MME device 304, MME device 304 may transmit an attach
response to base station 400, and base station 400 may
transmit a connection response to WCD 300, respectively.

Therefore, at step 526, a bearer path has been established
for WCD 300, possibly involving WCD 300, base station
400, SGW device 402, and PGW device 314. Via the
communication sessions supported by the bearer association
between WCD 300 and home PGW device 314, WCD 300
may use its assigned IP addresses to exchange bearer traffic
with correspondent nodes on a private network, a public
network (e.g., the Internet), or with other devices and/or
services within the home wireless service provider’s net-
work. In this way, WCD 300 has been handed off between
SGW device 306 and SGW device 402, but its bearer
association, and the communication sessions supported
thereby, remain anchored at home PGW device 314.

4. EXAMPLE OPERATIONS

FIG. 6 is a flow chart in accordance with example
embodiments. The operations illustrated by this flow chart
may be carried out by a computing device, such as comput-
ing device 200. In some embodiments, computing device
200 may represent a home PGW device.

At block 600 of FIG. 6, a first home packet gateway PGW
device may receive a binding update message on behalf of
a WCD. The first home PGW device may be associated with
a first pool of IP addresses, and the WCD may be assigned
a particular IP address.

At block 602, possibly in response to receiving the
binding update message, it may be determined that the first
pool of IP addresses does not include the particular IP
address. At block 604, possibly in response to determining
that the first pool of IP addresses does not include the
particular IP address, it may further be determined that the
particular IP address is included in a second pool of IP
addresses that is associated with a second home PGW
device.
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At block 606, possibly in response to determining that the
particular IP address is included in the second pool of IP
addresses that is associated with the second home PGW
device, the first home PGW device may forward the binding
update message to the second home PGW device.

The binding update message may indicate that the WCD
has recently moved from being served by a first SGW device
to being served by a second SGW device. Forwarding the
binding update message to the second home PGW device
may also be in response to the WCD having recently moved
from being served by the first SGW device to being served
by the second SGW device. The first SGW device and the
second SGW device may be operated by different wireless
service providers. Alternatively or additionally, the first
SGW device and the second SGW device may serve WCDs
using different air interfaces, such as “4G” LTE, “3G”
CDMA, Wifi, etc.

The second home PGW device may receive the binding
update message. Possibly in response to receiving the bind-
ing update message, the second home PGW device may
transmit a binding update response message to the second
SGW device. In these cases, the binding update response
message may include an indication that the binding update
message was forwarded to the second home PGW device
from another home PGW device. Further, the binding update
message may be a mobile IPv4 registration request message
or IPv6 proxy binding update message, and the binding
update response message may be a mobile IPv4 registration
response message or a mobile IPv6 proxy binding update
acknowledgement message.

The first home PGW device may maintain a table map-
ping pools of IP addresses to home PGW devices. Deter-
mining that the particular IP address is included in the
second pool of IP addresses may involve looking up the
particular IP address in the table and determining that the
particular IP address is within the second pool of IP
addresses.

Alternatively, the first home PGW device may have
access to a server device containing a mapping between
pools of IP addresses and home PGW devices. Determining
that the particular IP address is included in the second pool
of IP addresses may involve (i) the first home PGW device
transmitting a request to the server device, where the request
includes the particular IP address, and (ii) the first home
PGW device receiving a response from the server device,
where the response is to the request and contains an IP
address of the second home PGW device.

The embodiments depicted in FIG. 6 are merely
examples, and other embodiments may be possible. For
instance, any of the features associated with any of FIGS. 3,
4, and/or 5 may be combined with the embodiments of FIG.
6.

5. CONCLUSION

The present disclosure is not to be limited in terms of the
particular embodiments described in this application, which
are intended as illustrations of various aspects. Many modi-
fications and variations can be made without departing from
its scope, as will be apparent to those skilled in the art.
Functionally equivalent methods and apparatuses within the
scope of the disclosure, in addition to those enumerated
herein, will be apparent to those skilled in the art from the
foregoing descriptions. Such modifications and variations
are intended to fall within the scope of the appended claims.

The above detailed description describes various features
and functions of the disclosed systems, devices, and meth-
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ods with reference to the accompanying figures. The
example embodiments described herein and in the figures
are not meant to be limiting. Other embodiments can be
utilized, and other changes can be made, without departing
from the scope of the subject matter presented herein. It will
be readily understood that the aspects of the present disclo-
sure, as generally described herein, and illustrated in the
figures, can be arranged, substituted, combined, separated,
and designed in a wide variety of different configurations, all
of which are explicitly contemplated herein.

With respect to any or all of the message flow diagrams,
scenarios, and flow charts in the figures and as discussed
herein, each step, block, and/or communication can repre-
sent a processing of information and/or a transmission of
information in accordance with example embodiments.
Alternative embodiments are included within the scope of
these example embodiments. In these alternative embodi-
ments, for example, functions described as steps, blocks,
transmissions, communications, requests, responses, and/or
messages can be executed out of order from that shown or
discussed, including substantially concurrent or in reverse
order, depending on the functionality involved. Further,
more or fewer blocks and/or functions can be used with any
of the ladder diagrams, scenarios, and flow charts discussed
herein, and these ladder diagrams, scenarios, and flow charts
can be combined with one another, in part or in whole.

A step or block that represents a processing of information
can correspond to circuitry that can be configured to perform
the specific logical functions of a herein-described method
or technique. Alternatively or additionally, a step or block
that represents a processing of information can correspond
to a module, a segment, or a portion of program code
(including related data). The program code can include one
or more instructions executable by a processor for imple-
menting specific logical functions or actions in the method
or technique. The program code and/or related data can be
stored on any type of computer readable medium such as a
storage device including a disk, hard drive, or other storage
medium.

The computer readable medium can also include non-
transitory computer readable media such as computer-read-
able media that store data for short periods of time like
register memory, processor cache, and random access
memory (RAM). The computer readable media can also
include non-transitory computer readable media that store
program code and/or data for longer periods of time. Thus,
the computer readable media may include secondary or
persistent long term storage, like read only memory (ROM),
optical or magnetic disks, compact-disc read only memory
(CD-ROM), for example. The computer readable media can
also be any other volatile or non-volatile storage systems. A
computer readable medium can be considered a computer
readable storage medium, for example, or a tangible storage
device.

Moreover, a step or block that represents one or more
information transmissions can correspond to information
transmissions between software and/or hardware modules in
the same physical device. However, other information trans-
missions can be between software modules and/or hardware
modules in different physical devices.

The particular arrangements shown in the figures should
not be viewed as limiting. It should be understood that other
embodiments can include more or less of each element
shown in a given figure. Further, some of the illustrated
elements can be combined or omitted. Yet further, an
example embodiment can include elements that are not
illustrated in the figures.
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While various aspects and embodiments have been dis-
closed herein, other aspects and embodiments will be appar-
ent to those skilled in the art. The various aspects and
embodiments disclosed herein are for purposes of illustra-
tion and are not intended to be limiting, with the true scope
being indicated by the following claims.

What is claimed is:
1. A method comprising:
receiving, by a first home packet gateway (PGW) device,
a binding update message on behalf of a wireless
communication device (WCD), wherein the first home
PGW device is associated with a first pool of Internet
Protocol (IP) addresses from which the first home PGW
device assigns IP addresses to WCDs served by the first
home PGW device, and wherein the WCD is assigned
a particular IP address;

in response to receiving the binding update message,
determining that the first pool of IP addresses does not
include the particular IP address;
in response to determining that the first pool of IP
addresses does not include the particular IP address,
determining that the particular IP address is included in
a second pool of IP addresses that is associated with a
second home PGW device, wherein the second home
PGW device assigns IP addresses from the second pool
of IP addresses to WCDs served by the second home
PGW device; and

in response to determining that the particular IP address is
included in the second pool of IP addresses that is
associated with the second home PGW device, for-
warding, by the first home PGW device, the binding
update message to the second home PGW device.

2. The method of claim 1, wherein the binding update
message indicates that the WCD has moved from being
served by a first SGW device to being served by a second
SGW device, and wherein forwarding the binding update
message to the second home PGW device is also in response
to the WCD having moved from being served by the first
SGW device to being served by the second SGW device.

3. The method of claim 2, wherein the first SGW device
and the second SGW device are operated by different
wireless service providers.

4. The method of claim 2, wherein the first SGW device
and the second SGW device serve WCDs using different air
interfaces.

5. The method of claim 2, further comprising:

receiving, by the second home PGW device, the binding

update message; and

in response to receiving the binding update message,

transmitting, by the second home PGW device, a
binding update response message to the second SGW
device.

6. The method of claim 5, wherein the binding update
response message includes an indication that the binding
update message was forwarded to the second home PGW
device from another home PGW device.

7. The method of claim 5, wherein the binding update
message is a mobile IPv6 proxy binding update message and
the binding update response message is a mobile IPv6 proxy
binding update acknowledgement message.

8. The method of claim 1, wherein the first home PGW
device maintains a table mapping pools of IP addresses to
home PGW devices, and wherein determining that the
particular IP address is included in the second pool of IP
addresses comprises:
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looking up the particular IP address in the table and
determining that the particular IP address is within the
second pool of IP addresses.

9. The method of claim 1, wherein the first home PGW
device has access to a server device containing a mapping
between pools of IP addresses and home PGW devices, and
wherein determining that the particular IP address is
included in the second pool of IP addresses comprises:

transmitting, by the first home PGW device, a request to

the server device, wherein the request includes the
particular IP address; and

receiving, by the first home PGW device, a response from

the server device, wherein the response is to the request
and contains an IP address of the second home PGW
device.
10. An article of manufacture including a non-transitory
computer-readable medium, having stored thereon program
instructions that, upon execution by a first home packet
gateway (PGW) device, cause the first home PGW device to
perform operations comprising:
receiving a binding update message on behalf of a wire-
less communication device (WCD), wherein the first
home PGW device is associated with a first pool of
Internet Protocol (IP) addresses from which the first
home PGW device assigns IP addresses to WCDs
served by the first home PGW device, and wherein the
WCD is assigned a particular [P address;

in response to receiving the binding update message,
determining that the first pool of IP addresses does not
include the particular 1P address;
in response to determining that the first pool of IP
addresses does not include the particular IP address,
determining that the particular IP address is included in
a second pool of IP addresses that is associated with a
second home PGW device, wherein the second home
PGW device assigns IP addresses from the second pool
of IP addresses to WCDs served by the second home
PGW device; and

in response to determining that the particular IP address is
included in the second pool of IP addresses that is
associated with the second home PGW device, for-
warding the binding update message to the second
home PGW device.

11. The article of manufacture of claim 10, wherein the
binding update message indicates that the WCD has moved
from being served by a first SGW device to being served by
a second SGW device, and wherein forwarding the binding
update message to the second home PGW device is also in
response to the WCD having moved from being served by
the first SGW device to being served by the second SGW
device.

12. The article of manufacture of claim 11, wherein the
first SGW device and the second SGW device are operated
by different wireless service providers.

13. The article of manufacture of claim 11, wherein
forwarding the binding update message to the second home
PGW device triggers the second home PGW device to (i)
receive the binding update message, and (i) in response to
receiving the binding update message, transmit a binding
update response message to the second SGW device.

14. The article of manufacture of claim 13, wherein the
binding update response message includes an indication that
the binding update message was forwarded to the second
home PGW device from another home PGW device.

15. The article of manufacture of claim 13, wherein the
binding update message is a mobile IPv6 proxy binding
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update message and the binding update response message is
a mobile IPv6 proxy binding update acknowledgement
message.
16. A first home packet gateway (PGW) device compris-
ing:
at least one processor;
memory; and
program instructions, stored in the memory, that upon
execution by the at least one processor cause the first
home PGW device to perform operations comprising:
receiving a binding update message on behalf of a
wireless communication device (WCD), wherein the
first home PGW device is associated with a first pool
of Internet Protocol (IP) addresses from which the
first home PGW device assigns IP addresses to
WCDs served by the first home PGW device, and
wherein the WCD is assigned a particular IP address;
in response to receiving the binding update message,
determining that the first pool of IP addresses does
not include the particular IP address;
in response to determining that the first pool of IP
addresses does not include the particular IP address,
determining that the particular IP address is included
in a second pool of IP addresses that is associated
with a second home PGW device, wherein the sec-
ond home PGW device assigns IP addresses from the
second pool of IP addresses to WCDs served by the
second home PGW device; and
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in response to determining that the particular IP address
is included in the second pool of IP addresses that is
associated with the second home PGW device, for-
warding the binding update message to the second
home PGW device.

17. The first home PGW device of claim 16, wherein the
binding update message indicates that the WCD has moved
from being served by a first SGW device to being served by
a second SGW device, and wherein forwarding the binding
update message to the second home PGW device is also in
response to the WCD having moved from being served by
the first SGW device to being served by the second SGW
device.

18. The first home PGW device of claim 17, wherein the
first SGW device and the second SGW device are operated
by different wireless service providers.

19. The first home PGW device of claim 17, wherein
forwarding the binding update message to the second home
PGW device triggers the second home PGW device to (i)
receive the binding update message, and (i) in response to
receiving the binding update message, transmit a binding
update response message to the second SGW device.

20. The first home PGW device of claim 19, wherein the
binding update response message includes an indication that
the binding update message was forwarded to the second
home PGW device from another home PGW device.

#* #* #* #* #*



